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SECTION 1 
WHAT IS THE CYBERSECURITY 
MATURITY MODEL 
CERTIFICATION?

The Cybersecurity Maturity Model Certification (CMMC) 
was developed by the Office of the Under Secretary of 
Defense for Acquisition and Sustainment. CMMC was 

designed to help better protect Federal Contract Information 
(FCI) and Controlled Unclassified Information (CUI), intending to 
regulate and heighten cybersecurity measures and protocols 
across the Defense Industrial Base (DIB). It’s based on the 
existing regulations of DFARS clause 252.204-7012, requiring 
contractors to implement NIST SP 800-171. 

The primary difference between the CMMC and the for-
mer regulations is the requirement of a Third-Party Assessment 
Organization (C3PAOs). These C3PAOs will verify the implemen-
tation of cybersecurity measures within companies handling 
Department of Defense (DoD) contracts. The previous regula-
tions were based on self-assessment. Ultimately, the main goal 
of CMMC is to protect CUI and FCI.
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The Cybersecurity Maturity Model covers a wide range 
of areas depending on the required certification Level. 
Here are a few areas the model focuses on:

Training - Are systems in place? Have all employees taken 
part in training?

Encryption - What information is encrypted? Are devices 
used for encryption? 

Remote Access - Who’s logging into systems? Where and 
when they are logging in?

Access Privilege - Are employees given access to only the 
programs and databases they need?

Physical Barriers - Where are things physically stored, and 
how are they secured?

User Identification - Does everyone have a unique login?

Incident Response - Would team members know  
what to do if an incident happened or was suspected of 
having happened?

CUI Marking - Is CUI marked correctly? Do team members 
know how to mark printed CUI versus CUI on a computer?

Network Isolation - Is there a subnetwork for guests 
coming in or anyone in need of temporary access to  
the system?

TRAINING

ENCRYPTIONSUB
NETWORK

REMOTE
ACCESS

CUI
MARKING

ACCESS
PRIVILEGE

INCIDENT
RESPONSE

PHYSICAL
BARRIERS

USER
IDENTIFICATION

CMMC
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As companies are learning more about the government’s 
new Cybersecurity Maturity Model Certification (CMMC) 
program, there’s a lot of uncertainty surrounding CUI, 

or Controlled Unclassified Information. 

SECTION 2 
WHAT IS CONTROLLED 
UNCLASSIFIED INFORMATION?
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WHAT INFORMATION IS 
CONSIDERED CUI?
CUI is defined as “information the Government creates or pos-
sesses, or that an entity creates or possesses for or on behalf 
of the Government, that a law, regulation, or Government-wide 
policy requires or permits an agency to handle using safeguard-
ing or dissemination controls.” (Section 2002.4 of Title 32 CFR)

The problem with this explanation is that it’s complicated 
to understand. This definition states that for information to be 
considered CUI, it must be created or possessed on behalf of 
the government, meaning it has to have government access. 
The government must be asking you to retain this information, 
and it must be stated in a contract. 

HOW DO YOU KNOW WHAT 
INFORMATION QUALIFIES AS CUI?

 
Most businesses have to protect information such as employ-
ee and client personally identifiable information, but it’s only 
considered CUI if the government asks you to either create or 
possess it. The businesses with DoD contracts needing CMMC 
requirements will need to review the CUI registry - this is the 
closest you’re going to get to a guide. At this point, consulting a 
lawyer is a good idea when determining what is considered CUI.  
Not all information is meant to be treated as CUI. 

 

COMMON FORMS OF CUI:
Controlled Technical Information (CTI) - specifications, stan-
dards, process sheets, manuals, technical reports, data sets.

Covered Defense Information (CDI) - any information 
defined in the CUI registry as needing protection.

Anything marked with For Official Use Only (FOUO)

Personally Identifiable Information (PII) - driver’s license, 
social security number, addresses.

Nonpublic Personal Information (NPI) - account numbers, 
credit card numbers, payment history, loan balances. 
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SECTION 3 
WHO NEEDS CMMC 
CERTIFICATION?

CMMC will affect everyone with access to CUI that needs 
protecting. Whether they have a contract to plow snow, 
clean offices, or design weaponry, they’ll be required to 

obtain some Level of CMMC. Although the CMMC deadline isn’t 

for another five years, the sooner contractors get started, the 
easier it will be. As a result, they’ll have better cybersecurity 
practices with good rules in place to protect information. 
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BUSINESSES UNCERTAIN 
ABOUT WHETHER OR NOT 
THEY NEED CERTIFICATION 
CAN BEGIN BY ASKING A FEW 
QUESTIONS:

Do they handle any type of government contracts? 

No - You may still be required to get CMMC certified if you are 
a supplier for a DOD contractor that works with CUI. If your 
customer has to provide access to CUI to you to complete your 
work then you will need to be certified to the level that matches 
the CUI. If you only provide a Commercial Off the Shelf (COTS) 
product then you would not need to be CMMC certified as no 
data would be transferred to you for the development or use 
of your product.

Yes - you will need to be compliant, but there are different 
types of requirements depending on what level of certification 
you need.

What systems and networks are in place? Do they have 
the following protocols? 

 � Hardware device 
inventory

 � Devices connected to the 
company’s network

 � Employee cybersecurity 
training 

 � Employee code of 
conduct contracts

 � System access trackers
 � System access controls
 � Password management
 � Incident response
 � System security plan

 
Next, they should determine how many employees 
they have, what things they have access to, and what 
protocols and procedures are in place for them.

BY ASKING THESE QUESTIONS, 
THEY’LL HAVE DATA ON:

 � Device inventory 
 � Which employees are 
involved with government 
contracts

 � Who has/hasn’t received 
security training 

 � Software application logs
 � Access control logs
 � Network access logs
 � Passwords

Have they received 
cybersecurity training?

Have they read and signed the 
code of conduct?

Are they involved with any of 
the DOD contracts?

What systems are they 
accessing?

Which networks are they 
accessing?

Do they have a unique login?

Is their access limited to

 

job-specific duties?

Which devices do they use?
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SECTION 4 
THE CMMC FRAMEWORK

CMMC framework consists of “maturity processes and 
cybersecurity best practices from multiple standards, 
frameworks, and other references, as well as inputs 

from the DIB.” The CMMC is organized by processes and 
practices within domains over five security levels. Each Level 

contains both a cumulative process and practice, where each 
builds upon the previous. An ability to demonstrate both the 
processes and practices of a Level is requisite for lower levels 
to achieve the higher one. For example, if a business wants to 
be a Level 3, it must also meet Level 1 and 2 requirements.
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WHAT ARE DOMAINS?
The CMMC is composed of 17 Domains mapped across five 
security levels. Within each domain are processes and practices 
that either stay the same or increase among the five levels. 

THE 17 DOMAINS 
WITHIN CMMC:  

Each contractor must meet the CMMC Level based on the 
nature of the contract and the information handled, but ev-
eryone who holds DoD contracts will need to at least achieve 
Level 1. It’s up to each contractor to know what Level they need 
to achieve, but the CMMC Level an organization needs to do 
business with the DoD should be stipulated in the contract.
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SECTION 5 
UNDERSTANDING 
CMMC LEVELS
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LEVEL 1
BASIC SAFEGUARDING OF FCI
This level is designed for Basic Cyber Hygiene and requires 
that organizations perform specified practices. Since many 
organizations will only perform these tasks when necessary and 
documentation might not always be needed, process maturity 
is not assessed for Level 1. The focus of this level is on protect-
ing FCI and contains practices specific to basic safeguarding 
requirements specified in 48 CFR 52.204-21

Examples of Basic Cyber Hygiene
 � Implementing access control and authentication for FCI
 � Limiting physical access to systems
 � Destroying old media responsibly

Processes: Performed – Performance of specified practices is 
required and may or may not rely on documentation. Process 
maturity not assessed.

Practices: Basic Cyber Hygiene – Protecting the FCI accord-
ing to basic safeguarding requirements specified in 48 CFR 
52.204-1.

*CMMC Level 1 consists of 6 security domains addressing 9 
capabilities with 17 security practices.

 

LEVEL 2
INTERMEDIATE CYBER HYGIENE
Generally, most businesses will need a Level 3 certification, 
making Level 2 essentially a transitional phase to obtain a Level 
3 certification. The most significant differences in Level 2 are 
the introduction of CUI protection and documentation with 
repeatable processes; meaning organizations must perform 
their processes as documented to achieve this maturity level. 
Additionally, organizations that want to achieve a Level 2 must 
first meet all the requirements of Level 1.
 
Examples of Documentation Implementation Processes

 � Cybersecurity practices
 � Cybersecurity policies
 � Strategic implementation plans

Processes: Documented – The requirement that organi-
zations implementing CMMC must establish practices and 
policies with adequate documentation. This documentation is 
meant to be a repeatable process.

Practices: Intermediate Cyber Hygiene - Serves as a 
progression from Level 1 to 3 consisting of the NIST SP 800-
171 security requirements. The protection of the CUI is also 
referenced.

*CMMC Level 2 consists of 15 security domains addressing 28 
capabilities with additional 55 security controls.
 

WHAT DOES EACH 
LEVEL FOCUS ON?

Safeguarding 
Federal Contract 
Information (FCI)

Serve as a transition step 
in cybersecurity maturity 
progression to protect 
Controlled Unclassified 

Information (CUI)

Protect Controlled 
Unclassified 

Information (CUI)

Protect CUI and 
reduce risk of 

Advanced Persistent 
Threats (APTs)
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LEVEL 3
GOOD CYBER HYGIENE 
Since only around 1% of the DOD contractors will need to 
achieve a Level 4 or 5, Level 3 is what the majority of organiza-
tions will be seeking to achieve. The focus on this level is the 
protection of CUI, all requirements from the NIST SP 800-171, 
and 20 additional practices. 

Examples of Level 3 Management Practices
 � Defined cybersecurity goals
 � Resources and training 
 � Advanced practice abilities
 � Encryption of wireless communications
 � Deployable encrypted devices, remote access
 � Mobile device encryption

Processes: Managed – The requirement to establish, main-
tain, and implement a resource plan that demonstrates the 
activities of each practice. This might include missions, goals, 
project plans, resourcing, required training, and involvement 
of relevant stakeholders.

Practices: Good Cyber Hygiene – Focus is on the protection 
of CUI. All NIST SP 800-171 security requirements must be 
encompassed to mitigate threats.

*CMMC Level 3 consists of 16 security domains addressing 27 
capabilities with an additional 58 security controls.

LEVEL 4
PROACTIVE 
Level 4 isn’t something many organizations will need to achieve, 
so make sure you don’t need to go beyond a Level 3 before you 
proceed with Level 4, which includes periodic reviews on the 
effectiveness of security practices. Level 4 practices are con-
sidered proactive and focus on protecting CUI from advanced 
persistent threats (APTs). However, they also encompass a 
subset of the requirements from the draft of NIST SP 800-172 
and other documents. 

Practices: Reviewed – The requirement to review and 
measure practices for effectiveness. Corrective action and 
higher-level management are regularly informed on the secu-
rity status.

Practices: Proactive – Focuses on protecting CUI from 
Advanced Persistent Threats (APTs), comprised of NIST SP 
800-171 cybersecurity best practices, to enhance detection 
and response capabilities of an organization to address and 
adapt to the changing tactics, techniques, and procedures 
used by APTs.

*CMMC Level 4 consists of 11 security domains addressing 16 
capabilities with 26 security controls.

CMMC LEVELS AND 
DESCRIPTIONS
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CMMC LEVEL 5
This is the final stage of security requirements. Level 5 obli-
gates an organization to optimize its processes to ensure a 
standardized implementation across the entire organization. 
Practices at this level focus on protecting CUI from APTs and 
are considered advanced and proactive. The practices added 
at this level increase the sophistication and depth of the orga-
nization’s cybersecurity capabilities.

Examples of Level 5 Practices

 � Proactive security measures are being taken
 � Maintain a cyber incident response team for security 
events

 � Leverage SIEM or other auditing tools
 � Implement detection and intrusion systems 
 � Analyze network traffic
 � Analyze and optimize internal security processes 
continually

Processes: Optimizing – The requirement of standardiza-
tion, optimization, and implementation of process across the 
organization.

Practices: Advanced/Proactive – Focus on protecting CUI 
from APTs with additional practice to increase the depth and 
sophistication of cybersecurity capabilities.

*CMMC Level 1 consists of 8 security domains addressing 12 
capabilities with 15 security controls.

The CMMC Level an organization needs to do business with the 
DoD should be stipulated in the contract. Resources, time, and 
energy all need to be considered when approaching any level 
of the CMMC requirements, and most will only need to achieve 
a Level 3 or lower.   
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SECTION 6 
THE ASSESSMENT & 
AUDIT PROCESS
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THE ASSESSMENT GUIDE: YOUR 
STARTING POINT

As organizations ready themselves for their audit, the best 
place to start is with the assessment guide. The assessment 
guide is the document assessors use to conduct CMMC audits. 
The authoritative sources for all CMMC information including 
the assessment guides are found on the OUSD CMMC website. 

Once you’ve identified your required CMMC Level, you’ll 
want to identify all the CUI within your organization next. 
Organizations already following NIST SP 800-171 won’t have 
too heavy of a lift. For those organizations that haven’t, this is 
where you need to start to help you identify the technology that 
needs to be protected:

 � Identify where the CUI is within your company
 � What are the business processes that handle CUI?
 � What technology supports the CUI?

Next, you’ll want to perform a gap assessment and identify the 
differences between your current state and what you’ll need 
to be CMMC compliant. You’ll need to keep in mind that the 
requirements are specific and beyond basic security controls, 
including documentation, policies, and objective evidence. 

Once you’ve conducted a gap assessment, the next 
best thing to do is practice and conduct a mock assessment. 
Beyond conducting self-assessments, you can determine the 
documentation and policies and the narrative behind those 
policies. Getting your team comfortable talking and interacting 
with the security measures will help when it’s time for the actual 
assessment. 

WHEN SHOULD YOU SCHEDULE 
THE AUDIT?
Don’t take the assessment until you’re 100% sure you’ll pass. 
Take a practice test with someone that understands the 
grading criteria. The focus of CMMC has to do with maturity 
rather than compliance. It’s not about checking items off a list, 

it’s about knowing how to keep people and information safe, so 
when an incident occurs, teams are prepared and know what 
to do. It’s more than being able to write an incident response 
report–it’s about knowing how to respond to an incident.

The sections of this assessment aren’t concealed; the 
exam is the assessment guide. The guide is a lengthy document 
that takes you through every requirement for every practice 
and tells you exactly what an assessor will do. You’ll be able to 
evaluate whether or not you’ve met the requirements or not. 

YOU’RE READY FOR THE 
ASSESSMENT, NOW WHAT?
It’s now time to find a Certified Third Party Organization 
(C3PAO). To find a C3PAO, go to the accreditation body 
marketplace. However, the marketplace is still in the process 
of having C3PAOs ready to certify. Many of them are still in 
the vetting process; they have met specific security standards 
and are CMMC compliant. It is up to the Organization Seeking 
Certification (OSC) to choose which C3PAO they’d like to use 
and schedule the assessment. Although there aren’t many 
listed yet, check back frequently for updated information on 
consultants and assessors. 

SHOULD YOUR BUSINESS DO 
IT IN-HOUSE OR WORK WITH A 
CMMC CONSULTANT?
 
Large DoD contractors are likely to have an IT staff and resourc-
es dedicated to security, with the ability to meet appropriate 
CMMC levels of cybersecurity in-house. 

Smaller DoD contractors should consider outsourcing to 
a consulting partner with appropriate expertise to help their 
company become compliant. DoD contractors are responsible 
for ensuring their company meets applicable cybersecurity 
requirements, so it’s essential to choose a reputable provider. 
The CMMC-AB Marketplace is a great place to locate Certified 
Third-Party Assessor Organizations (C3PAOs) and consulting 
partners. 
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WHERE IS A GOOD PLACE  
TO START?
Perform a Gap Analysis
 
Gap analyses determine how close the contractor is to being 
fully compliant and the areas that need improvement. An 
essential first step is to identify the Controlled Unclassified 
Information (CUI) within an organization.  

For the companies following the NIST SP 800-171, this 
process should be straightforward. The CMMC will cover the 
items listed in the NIST SP 800-171 but will also have addi-
tional requirements depending on the CMMC certification level 
required.
 
WHAT ARE AUDITORS  
LOOKING FOR?
Think of an audit as a zoomed-in look at one of the processes 
in an organization, such as looking at your IT security posture. 
There are many areas auditors might look at depending on the 
CMMC Level the organization is trying to obtain. They can look 
at areas like payroll or learning the HR processes. Essentially, 
it’s a deep test of one of the processes within an organization’s 
environment. 
 

HOW DO ORGANIZATIONS 
PROVE WHAT AUDITORS ARE 
LOOKING FOR?
 
In CMMC, there’s a lot of talk around evidence, but what is 
considered CMMC evidence? What is it used for, and how is 
it collected? 

When an auditor comes into an org and engages with an 
employee on a specific policy, they will need an example of how 
that policy is executed. The example is generally the evidence 
and could be a photo, a screenshot from a console, or maybe 
a log repository. There are also times when evidence is needed 
from a process, and it can come in a wide range of forms.
 
Make The Auditors Jobs Easy
 
Depending on the organization’s size, the average time frame 
the audit will take is between 1.5-3 months, so you’ll want to 
make this process as smooth as possible.
 
The first thing the auditors will evaluate is the 
environment:
 

 � How many servers are there?
 � How many workstations?
 � What does it physically look like? Is it big or small? - if it’s 
big, it will increase the load and timeline of engagement 
with an auditor.  

5 QUESTIONS TO GET STARTED

What training do 
managers and 
administrators 

receive?

How and where 
is CUI stored?

What security 
controls and 
measures are 
implemented?

Are incident 
response plans 
developed and 
implemented?

How are 
information 

systems controls 
accessed?
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Before they get started, auditors need to understand precisely 
what they need to evaluate. Organizations should map the 
controls to their environments for all in-scope systems like 
workstations, servers, etc. Time and date stamps are necessary; 
auditors need to see the evidence they are being presented 
isn’t from a year ago. 

Once they understand the environment, they’ll dig into 
policies, procedures, and everything written down. If something 
isn’t written down, they’ll need to know why and what is being 
done. Keep in mind that all areas of requirements will need 
tangible policies the auditors can review, and you should 
anticipate anything they are going to want. This is usually in 
the Security System Plan (SSP), and organizations without SSPs 
will not pass their audit.
 

WHEN ORGANIZATIONS  
DON’T PASS
 
The biggest challenge of this certification is that it has many 
requirements that all need to be proven to work effectively. 
When organizations are not compliant, the auditors will let 
them know the areas they need to improve, but they will not 
help them solve the problems. The organizations will need to 
hire a remediator to help them get the problems solved. They 
can confirm if a solution will work for compliance by reviewing 
things like log repositories and can also help vet vendors.
 
Common reasons organizations don’t pass:

Bias: problematic thinking that all areas are functional with-
out verification. The entire picture needs to be analyzed to 
prove it’s meeting every benchmark for all in-scope systems. 
Assumptions about the requirements shouldn’t be made.

No System Security Plan (SSP); without one, failure is 
imminent. 
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SECTION 7 
CMMC FAQS
What Is CMMC?
The Cybersecurity Maturity Model Certification is a unifying 
standard for the implementation of cybersecurity across 
the Defense Industrial Base (DIB). It is designed to protect 
Federal Contract Information (FCI) and Controlled Unclassified 
Information (CUI).

Does My Business Need To Be CMMC Compliant?
Only if you handle contracts with the government and access, 
handle, or create Controlled Unclassified Information (CUI). If 
you’re uncertain, contact the Office of the Under Secretary for 
Defense for Acquisition & Sustainment.

What Is CUI?
CUI is information created or possessed for or on behalf of 
the Government not intended for public release. The CUI 
Registry provides the specific categories and subcategories 
of the protected information. The CUI Registry can be found 
at: https://www.archives.gov/cui and https://www.dodcui.mil/
Home/DoD-CUI-Registry/ 
 
Will Other Federal Contracts Use CMMC?
No. It is only intended for the Department of Defense and is 
based on DFARS clause 252.204-7021 and NIST SP 800-171.
 
How Is CMMC Different From NIST SP 800-171?
The components of the NIST SP 800-171 make up the ma-
jority of CMMC requirements. There are two big differences 
between them: 

 � The CMMC requires third-party verification, while the NIST 
SP 800-171 was based off of self-assessments, and 

 � Additional and enhanced security requirements have 
been added to the CMMC.

 
What Is the CMMC-AB? 
The CMMC-AB is an independent organization who authorizes 
and accredits CMMC Third Party Assessment Organizations 
(C3PAOs), CMMC Assessors, and Instructor Certification 
Organizations (CAICO). (https://www.cmmcab.org/) 
 

What Is a C3PAO?
Certified third-party authorization organizations responsible 
for conducting CMMC assessments issuing appropriate CMMC 
certificates based on assessment results.
 
Who Will Perform The Assessments?
Authorized and accredited C3PAOs listed on the CMMC-AB 
Marketplace website can perform CMMC assessments. C3PAOs 
shall use only authorized or certified CMMC assessors while 
conducting CMMC assessments.
 
How Will My Organization Become Certified?
Companies needing certification will find authorized and 
accredited C3PAOs from the CMMC-AB Marketplace website. 
Once the C3PAO is selected, they will plan the CMMC assess-
ment and complete contractual agreements. After the com-
pletion of the assessment, the C3PAO provides an assessment 
report to both the client and the DoD.  If no deficiencies are 
found they then issue the appropriate CMMC certificate. 
 
How Much Will It Cost?
Many factors need to be considered when determining the 
costs. It will depend on varying factors such as the CMMC 
level, the certification boundary, and other market forces. The 
Department of Defense provided rough order of magnitude 
cost estimates for CMMC assessments as part of the Federal 
Register Notice for Defense Federal Acquisition Regulation 
Supplement (DFARS) Case 2019-D041. You can check the 
CMMC-AB Marketplace for assessors and consultants. 
 
How Long Is A Certificate Good For?
The certification is good for three years. At that point reassess-
ment is required. 
 
My Business Doesn’t Handle CUI. Should I Still Certify?
If your company is a DIB but doesn’t possess, store, or transmit 
CUI but possesses Federal Contract Information (FCI), it is re-
quired to meet FAR clause 52.204-21 and must be certified at 
a minimum of CMMC Level 1. The best way to know for certain 
is to contact an auditor or consultant directly. 
 
How Will You Know What CMMC Level You Need To Be?
The specific CMMC required Level will be available in the 
contracts under Requests for Information (RFIs) and Requests 
for Proposals (RFPs).
 

https://www.archives.gov/cui
https://www.dodcui.mil/Home/DoD-CUI-Registry/ 
https://www.dodcui.mil/Home/DoD-CUI-Registry/ 
https://www.cmmcab.org/
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SECTION 8 
CMMC KEY TERMS AND 
ACRONYMS

Audit - the process of assessing an organization’s cyberse-
curity maturity in order to achieve CMMC compliance. CMMC 
evaluates contractors on a range of five compliance levels 
used to assess the risk they pose when they use, store, and 
transmit data.

Assessment - the process organizations use to identify their 
CMMC readiness gaps with the CMMC requirements to help 
them obtain certification.

Controlled Unclassified Information - information requiring 
safeguarding or dissemination controls pursuant to and con-
sistent with laws, regulations, and government-wide policies, 
excluding information classified under Executive Order 13526, 
Classified National Security Information, December 29, 2009, 
or any predecessor or successor order, or Atomic Energy act 
of 1954, as amended. 

Cyber Hygiene - activities performed by system adminis-
trators and users, and what is being done to improve their 
cybersecurity. 

DoD Contractor - any contractor or subcontractor doing 
business with the Department of Defense.

Domains - a domain is a distinct set or group of security 
controls which have similar attributes to each other. These 
domains are vital to the protection of FCI and CUI. The CMMC 
framework consists of 17 cybersecurity domains.

Federal Contract Information - information provided by 
or generated for the government under a contract and not 
intended for public release.

Gap Analysis - gap analyses determine how close the contrac-
tor is to being fully CMMC compliant and identifies the areas 
needing improvement.

Levels - the CMMC framework consists of 5 security Levels 
with 1 being the lowest and 5 being the highest. Each Level was 
designed to protect FCI and CUI.

Practice - how CMMC evaluates process maturity implemen-
tation. An example of a practice could be a log or the system 
sign-on practices of employees.

Process - how an organization ensures effective implementa-
tion of practice activities. An example of a process would be a 
tangible policy readily available and consistently used.  

Scoping - the act of identifying everything CUI touches within 
an organization. Anything CUI touches is considered the scope 
and practices and controls will apply to these types of systems.

System Security Plan - a high level look at how organizations 
are complying with CMMC. Ideally it will list practices, controls, 
and how they are being implemented. It’s important to list the 
specifics of how each in-scope system is implemented. 

ACRONYMS
APT - Advanced Persistent Threat
C3PAO - Certified Third-Party Assessment Organization
CDI - Covered Defense Information 
CMMC - Cybersecurity Maturity Model Certification
CTI - Controlled Technical Information
CUI - Controlled Unclassified Information
DIB - Defense Industrial Base
DFARS - Department of Federal Acquisition Regulation Systems
DOD - Department of Defense
FCI - Federal Contract Information
FOUO - For Official Use Only
NIST - National Institute of Standards and Technology
NPI - Nonpublic Personal Information
SSP - System Security Plan
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The Office of the Under Secretary of Defense for 
Acquisition and Sustainment is the authoritative source 
for CMMC information. Here you’ll find assessment guides, 
updates, and contact information. https://www.acq.osd.mil/
cmmc/index.html

The National Institute of Standards and Technology: 
“NIST’s portfolio of services for measurements, standards, and 
legal metrology provide solutions that ensure measurement 
traceability, enable quality assurance, and harmonize docu-
mentary standards and regulatory practices.”  https://www.
nist.gov

The Cybersecurity Maturity Model Certification 
Accreditation Body (CMMC-AB) - Consider this a type of 
one-stop-shop website. Here you can find the consultants 
and assessors you need to begin the process. “The CMMC 
Accreditation Body is authorized by the US Department of 
Defense to be the sole authoritative source for the operation-
alization of CMMC Assessments and Training with the DOD 
contractor community.” https://cmmcab.org

SECTION 9 
CMMC RESOURCES

The CMMC Marketplace is the place within the CMMC-AB 
website to find authorized and accredited C3PAOs and consul-
tants. “Before a C3PAO can conduct an assessment, they must 
successfully complete a CMMC ML3 Assessment conducted by 
DCMA DIBCAC.” https://cmmcab.org/marketplace/

Department of Defense: https://www.defense.gov

Internet Crime Complaint Center: https://www.ic3.gov

Defense Industrial Base Sector: https://www.cisa.gov/
defense-industrial-base-sector

mailto:sales%40datalocker.com?subject=
https://datalocker.com/
https://www.acq.osd.mil/cmmc/index.html
https://www.acq.osd.mil/cmmc/index.html
https://www.nist.gov
https://www.nist.gov
https://cmmcab.org
https://cmmcab.org/marketplace/
https://www.defense.gov
https://www.ic3.gov 
https://www.cisa.gov/defense-industrial-base-sector 
https://www.cisa.gov/defense-industrial-base-sector 
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FIPS-Certified Encrypted Drives
DataLocker’s FIPS-certified drives are 
easy to use, remotely manageable, 
and make use of powerful AES 256-bit 
encryption, ensuring that CUI is secure 
whether drives are at rest or in transit. 
DataLocker drives help meet the follow-
ing CMMC requirements:

AC.3.022 - Encrypt CUI on mobile devices 
and mobile computing platforms.

SC.3.177 - Employ FIPS-validated cryp-
tography to protect the confidentiality 
of CUI.

SC.3.185 - Implement cryptographic 
mechanisms to prevent unauthorized 
disclosure of CUI during transmission 
unless otherwise protected by alternative 
physical safeguards.

SC.3.191 - Protect the confidentiality of 
CUI at rest.

MP.2.119 - Protect (i.e., physically control 
and securely store) system media con-
taining CUI, both paper and digital.

MP.2.120 - Limit access to CUI on system 
media to authorized users.

MP.1.118 - Sanitize or destroy informa-
tion system media containing Federal 
Contract Information before disposal or 
release for reuse.

MP.3.125 - Implement cryptographic 
mechanisms to protect the confidential-
ity of CUI stored on digital media during 
transport unless otherwise protected by 
alternative physical safeguards.

RE.2.138 - Protect the confidentiality of 
backup CUI at storage locations.

DATALOCKER’S LINE OF SECURITY SOLUTIONS HELP CISOS AND 
OTHER IT PROS MEET SEVERAL CRITICAL CMMC PRACTICES.

SafeConsole Device Control
SafeConsole allows admins to remotely 
manage encrypted drives. It provides 
tools for auditing drives and implement-
ing policies for full control over storage, 
access, and dissemination of CUI. 
SafeConsole helps meet the following 
CMMC requirements:

IA.1.077 - Authenticate (or verify) the 
identities of those users, processes or 
devices, as a prerequisite to allowing 
access to organizational information 
systems.

CM.2.061 - Establish and maintain 
baseline configurations and inventories 
of organizational systems (including 
hardware, software, firmware and doc-
umentation) throughout the respective 
system development life cycles. 

IA.1.076 - Identify information system 
users and processes acting on behalf of 
users or devices. 

SC.3.187 - Establish and manage 
cryptographic keys for cryptography 
employed in organizational systems.

MP.3.124 - Control access to media con-
taining CUI and maintain accountability 
for media during transport outside of 
controlled areas.

SafeConsole PortBlocker
PortBlocker allows admins to remotely 
implement policies which prevent 
end-users from using unauthorized 
USB devices, such as storage media and 
peripherals. PortBlocker helps meet the 
following CMMC requirements:

AC.2.006 - Limit use of portable storage 
devices on external systems.

MP.3.123 - Prohibit the use of portable 
storage devices when such devices have 
no identifiable owner.

MP.2.121 - Control the use of removable 
media on system components.

CM.3.068 - Restrict, disable or prevent 
the use of nonessential programs, func-
tions, ports, protocols and services.

SECTION 10 
HOW DATALOCKER HELPS 
WITH CMMC

For more information about how DataLocker helps meet 
CMMC requirements, contact sales@datalocker.com 

https://www.acq.osd.mil/cmmc/docs/CMMC_ModelMain_V1.02_20200318.pdf
mailto:sales%40datalocker.com?subject=
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